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You might be a system
administrator 1f...

* Your friends and
immediate family call you
when their computer
crashes

* You are the sole IT person
In your organization

* Your boss asks you to fix
computers on a consistent
basis




What do we mean by *“‘cheap”

e Not going to cost you any $

 Maybe not the best way to do this,
monitoring systems are better (snort and
tripwire)

e It’s not going to cost you very much time.



What exactly do we mean by
“audit”

e To observe the current conditions and
document

 We are not attempting to crack - or to test
the strength by trying to intrude

* Auditing 1s not to be confused with
monitoring



Recommended Linux CDs

Knoppix
Knoppix-STD
WHAX - formerly known as Whoppix

Burn chkrootkit and rkhunter

— Check for rootkits and trojans



Users will not ask for a security
audit

It 1t’s not broke, why fix 1t?
What could possibly go wrong?

Why are you invading my privacy?

Don’t you trust us?



Management 1s not likely to ask
for a security audit either,
however ...

You may need to do so to comply to legal,
customer, or partner standards

A security incident may get management to pay
attention

Check occasionally for IT policy compliancy
Protect a specific mission-critical resource
Vulnerability+exposure=liability



You need to 1nitiate this process




You must get management
approval first

Grace Murray Hopper’s
advice, "It is much easier to
apologize than to ask
permission.”




Why?

Proceeding without permission could be illegal.
- PA Title 18, Chapter 76: Computer Offenses

You could accidentally create a denial of service
as you are auditing

If an attack, accident, or disaster coincidentally
occurs, you do not want to be blamed.

Unless you already have a published policy that
security audits will be done unannounced, you
are invading your user’s privacy

You should strive to the SAGE ethics code
http://www.sage.org/ethics.mm



How?

* Document the entire scope and get
management to sign-off

— What systems will be audited
— What tools you will use

— When you are doing this

— If you find something, are you allowed to
further investigate?



Scenario #1

You have been recently hired by a
small company to be the sole I'T
person. Nothing has been
documented so no one knows what
each computer does.



The risks

* No one admits to knowing the passwords

* There are several neglected systems that
could already be exploited

* In the meantime, the users are typing their
passwords on these neglected systems



How to do the audit

Boot Knoppix-STD off of the CD

Use ethereal to capture packets for a few days and
use nmap to document open ports and follow up
with Nessus

You should look for

— Identify the 1p address of each system on your network
— What services are running

— Watch for remote logins
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Nmap run completed -- 1 IP address (1 host up) scanned in 1 second
[]‘__I:Itl“lP SEC Jroot]# I
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One quick fix

* Change all the root passwords on the
Linux/Unix systems by booting into
single user mode

* chntpw on Knoppix-STD can help you
change Windows passwords



Scenario #2

You notice an usually large amounts
of bandwidth usage coming from an
1p address that belongs to a Linux
desktop.



The risks

 Someone could have stolen the 1p address
and your bandwidth

* The user could be abusing resources by
downloading or sharing software or media
files which may be pirated

* The system may have been cracked and the
cracker and his friends may be stealing your
bandwidth



How to do the audit

Boot Knoppix on another system and run
ethereal to log the traffic.

Make a note of the mac address that is using
the 1p address 1n question

If you can safely remotely login, then use ps,
Isof, and top to see what’s going on. Also
verify the mac address with i1fconfig

Run chkrootkit and rkhunter



Scenario #3

Your employer recently implemented
a policy of stronger passwords and
you have been asked to check for
compliance.



The risks

Weak passwords can lead to internal and
external cracking.



How to do the audit

Knoppix-STD has password crackers

* John the Ripper for Linux/Unix
/etc/shadow files

* Pwl9x for windows password files



Sorry, that’s all tolks



Special Thanks to...

* Hosts today - Bill Moran, David Ostroske, and Esther
Filderman
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